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Password Management MFA & Restricted Shell
Command Purpose Command Purpose
passwd USER Change chsh -s /bin/rbash USER  Restricted Bash
password .ot /etc/s hells List valid shells
pEiEEiel =L LIS Lock echo %SHELL Current shell
account
password Common restricted shells:
rbash
passwd -u USER Unlock X
nologin
account
false
password
chage -1 USER View faillock (Modern RHEL)
password . 7 B
omman urpose
aging
. faillock View
chage -M 90 USER Maximum
failed
password
logins
age
. faillock --user USER Failed
chage -m 7 USER Minimum
attempts
password
for user
age
. faillock --reset —--user USER Reset
chage -W 7 USER Warning
lockout
days
chage -E YYYY-MM-DO USER Expire
account
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